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Routing Security SIG

RPKI Data Results for APAC

https://About.Me/Terry.Sweetser
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Boilerplate

• All data captured at 0400Z on February 7, 2024.

• It will be Open Source on GITHUB 

– https://github.com/tcsweetser/bcp185

• Lots of SQL, you get to see inside the Sausage Factory!

https://github.com/tcsweetser/bcp185
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Data Sources

https://www.routeviews.org/routeviews/

https://blog.apnic.net/2020/01/29/is-rpki-ready-for-the-big-screen/

https://ftp.apnic.net/stats/
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Simple Data Structures
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Same Basic Numbers
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RPKI in less than 1 minute … 
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ROA, are we there yet?

https://stats.labs.apnic.net/roas

Lots of Green here, but…
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Progress ☺
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ROV, how is that going?

https://stats.labs.apnic.net/rpki

Great job by …
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Validation: A Long Road Ahead
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RFC7115 + RFC9319 = BCP185

• Members of All the RIRs continue to “OVERSIGN”

– Huge MAX LENGTHS with no matching ROUTES.

– Largest and most connected economies are the WORST cases.

– Highly questionable ROAs signed by those who should know better.
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The Top 10 … 
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The Top 25 in APAC … 



1414

Good News Everyone!
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Overlapping Signed Routes …
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Please Stop Doing …

Max Max Length IPv4 Max Max Length IPv6
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Please stop doing … 
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Please explain … 
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Wait, there’s more …
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One Billion Routes!
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What is MY ASK here?

• Sign your routes, but limit that to 

only what you advertise to the 

Global Internet.

• Don’t use Public Sources of data 

for bizarre and non-sensical 

experiments.

• Don’t know?  Ask!
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Questions?

THANK YOU

FOR YOUR ATTENION

https://About.Me/Terry.Sweetser
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