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Starts with idea of looking for smokeping
alternative...
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Smokeping
e Monitors latency, packet loss etc based on ICMP
e Supports ICMP, HTTP, DNS and many other “probes”
e Easy quick config

e Can send email if high latency, packet loss etc is detected
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Challenges with Smokeping
1. Hard to scale up
2. Different locations need different setups / no easy federated view

3. No easy to club graphs based on source or destination
E.g 5 locations, 50 endpoints = 250 graphs!

4. Limited alerting support
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Why look for alternative?
e It's important to watch out for latency between various endpoints

e With many sources to many destinations, number of graphs can be very high
& hence an aggregate view is important

e It's easier to have single tool to monitor latency, monitor servers, network
devices, application and API endpoints

e Requirement to run setup in high availability design
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Prometheus
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Prometheus

1. Tool which in itself includes a tool to retrieve various metrics, store them a
Time Series Database (TSDB), make them available over HTTP endpoint

2. Works on a “pull model” by default where metrics can be pulled over from
endpoints which run “agent”

3. Can store any metrics, with any set of labels like CPU, memory utilization,
storage utilisation, network interface traffic and even the latency!

4. Prometheus server speaks to agent via HTTP(s) to pull these metrics at
predefined intervals
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Prometheus design

IFmd Exporters
Pull Metrics

Push Alerts
Pull Metrics

Prometheus [

—— = D
Push Gateway
Grafana
Storage
Push Metrics

Temporary Jobs
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Everything is "metrics”...
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Everything is "metrics’...

e Metrics can be interpret / graphed in way needed
e Possible to look at average (e.g 1 min average, 5 min average etc)

e One can attach various labels with metric (e.g dst_country: HK, dst_type:
cloud etc)

e Support for alerting (via Alertmanager) based on predefined rule against a
metric
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Example of metrics
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Introducing Blackbox exporter
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Blackbox exporter

e Open source probing endpoint which can trigger measurement whenever
probes

e Probed over HTTP(s) endpoint with requirement arguments of host to
measure

e Supports HTTP, HTTPS, DNS, TCP, ICMP and gRPC

e \Written in go, can be downloaded & executed as binary on server or as
docker container
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ICMP probe for “hknog.net” via Blackbox exporter

inuragadesktop > \'ttp://lo.server7.anuraghhatia.com:9115/p1 modu cmp4 | =h
# HELP probe_dns_lookup_time_seconds Returns the time taken for probe dns lookup in seconds
# TYPE probe_dns_lookup_time_seconds gauge

probe_dns_lookup_time_seconds 0.163528277

# HELP probe_duration_seconds Returns how long the probe took to complete in seconds

# TYPE probe_duration_seconds gauge

probe_duration_seconds 0.466092885

# HELP probe_icmp_duration_seconds Duration of icmp request by phase

# TYPE probe_icmp_duration_seconds gauge

probe_icmp_duration_seconds{phase="resolve"} 0.163528277
probe_icmp_duration_seconds{phase="rtt"} 0.302224495
probe_icmp_duration_seconds{phase="setup"} 0.000107769

# HELP probe_icmp_reply_hop_limit Replied packet hop limit (TTL for ipv4)

# TYPE probe_icmp_reply_hop_limit gauge

probe_icmp_reply_hop_limit 54

# HELP probe_ip_addr_hash Specifies the hash of IP address. It's useful to detect if the IP address changes.
# TYPE probe_ip_addr_hash gauge

probe_ip_addr_hash 1.634000219e+09

# HELP probe_ip_protocol Specifies whether probe ip protocol is IP4 or IP6

# TYPE probe_ip_protocol gauge

probe_ip_protocol 4

# HELP probe_success Displays whether or not the probe was a success

# TYPE probe_success gauge

probe_success 1

inuragadesktop > []
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http_2xx probe for “hknog.net” via Blackbox exporter
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Prometheus Configuration examples...

hknog.net

['hknog.net.']
www . hkbn. net

'"Public www . hKt.com

'"HKNOG Website'
Hong Kong' dst type: 'Public
‘Hong Kong'
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Prometheus query example

Q Prometheus

Use [ocal time Enable query history @ Enable autocomplete @@ Enable highlighting Enable finter

-

Q. probe_icmp_duration_seconds{region="Hong Kon

bl S QT s FE oSG s L0 e i
Table Graph

Fvauanon ime
proke_cmp_oaaticn_seconds(dst type="Pubikc’, instance=' kg e’ job= dockerla fm anurgblatiz com icmpd”, phase="resalve’, region="Harg Kaniy'j 0360770183
prate_lcmp_ouration_seconds{dst_type="Publc”. Instance="hknog ne”. job="docker03. Mi.anuragbhatia.com-icmpa”, phase="r". reglon="rlcng Kong'y 0.143333771
prate_icmp_duration_scconds(dst type="Puble’, instance='tknag net”, job=" dackarb@ fmt.anuragbhatia com icmpd”, phase="setup”, region="rang Kong’ 0.000127861
Prane_icmp_oaration_sreonds{dst_type="PIbic”, IRStance="tknog nee’, job="1ast0] bam ARIrAEhhata, com-Amp4", phase="TRsoNe", regran="Hong Kong'} 0360314857
plobe_iemp_cralicn_seconds{dst type="PLbic’, instance='Tknog.iec”, job="1host0Lbom.aruragbhies.com-cnmpd”, phase=i1r'. region="Horg Kang) 0.067290435
prabe IGmp_ciration seconds (st type="PUbic”, INSTance='tknag ne”, [ob="Nastl], bam Arraghhaia, com-xmp+”, phase="sesup”, reglon="=cag <anq’} 0.0001 78664
probe_iemp_ouration_seconds{dst type="PLbic’, instance=’ lknog.ne”, job="hostOL k. anuragblali com-icmpa’, phases resolve’, region="Hang Kong'} 0.010629738
prabe lemp ouration seconds{dst_type-"PUOIC”, INStance ' tknog ne”. [ob - HastD]. k. aniragbhatia com-lempa®, phase- ", reglon~"Hong Konq'y 0261025002
prabe_lcmp_cration_seconds{dst_type="PLbic’, INStance='hknog.ne”. job="TostoL.rik.anursgohats.com-lcmpd’, phase="sanua", region="tong Kong'}y 0.000104791
prake_icmp_oaraticn_scconds(dst type="Publkc’, instance=’ hknag nee’, job= 1 anurmgbhiabia cam icmpd’, phases"rescive’, region="Hong Korg?) 0085320588
prabe_femp_oJration_seconds{dst_type="PLbIC”. INSTANCe="Tknog fiex”. [ob="Ti0L anuragbhata com-cmod', phase="rit", region="tong Kong'} 0.194624344
prabe_icimp_ouration_sceands(dst type="lubic’, instance=' tknag net”, job=' 01 amamgbhatia com icmpd’, phase="sohup’, region="Hang Kang') 0000142887
prote_lemp_ouration_seconds(dst_type="PLbIC", Instance="Hknog.nex", job="sene02.bom anuragbnatia.com-cmpsd”, phase="resane’, region="Hong Keng'} 0.003005605
Arabe_iemp_diration_seconds(dst type="Pubikc”, INStanco="tknag n6e’, job="seryreD bam anraghnaa com-cmps”, phasa='rit’, reglon="Hang Kong’) DASIN6AL04
Prabe IGmp_caration Seconds{ast_type="Publc’, INStance-’ Hknng N&, [ob-"SEErD2 bam Araraghnatia.com-cmp4”, phase-"setup’. reglon-"Hong Kord'} 00000702
prabe_iemp_ouration_seconds{dst type="Public’, instance=' lknog e, job="seer? anaragbliaia com-nps”, phase="tesoms, region="Hony Keng} 0.152405090
prabe lemp curation seconds{ast_type-"Publc”, INStance ' knog e, joh-"Senver? anraghnata,com-cmps”, phasa-"Tit", reglon~"Hony Kond'} 0.28507709
prate_ivimp_duralion_seconds(dst type="Public’, instance=' tknog.uet’, job= sey 7 anuragbhata.com-cmps”, phase="selup”, region="Hong Kooy 0.00009968
prote lcmp ouration seconds{dst_type-"Public”, Instance-"waw.hkbn,nat’, job-"dockar3 tme anuraghnana.com-cmpd”. phase-"rascve’. reglon-"Hong Korg'} 0005583941
prabe_icmp_ouration_seconds{dst_type="PLbIC”. INSTANCE="wrw.hkbi.net’, job="dockar03 e aruragbnada.com-cmpd”. phase="Tit", region="tirg Kong'} 0.003000334
prabe_icmp_oration_secands{dst type="Pubkc’, instance="waw.hkbn.nat’, job="docknrU2 fmt aruragbihana, com cmpd”. phase="sctup’, region="Hcng Karg'| DOCOLZ2ERY
prote_lemp_ouration_seconds(dst_type="PLbic”, Instance="wa:v.hkbil.net’, job="hcs10L.beam.antragthatia com-icmpd”, phase="resolve”, reglon="izng Kong} 0.022045454

prabe_lcmp_duration_seconds(dst type="Pibkc”, inStance="waw hkbn.nat’, job="nostil nom. antragbhalia cam-crpd”, phase="nt", region="Hong Kcng'y DUCAUISSIETY
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Prometheus query example

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

Q probe_icmp_duration_seconds{region="Hong Kong", phase="rtt", instance="hknog.net"}

y -

Load time: 677ms  Resolution: 14s

Table Graph
Evaluation time

probe_icmp_duration_seconds{dst_type="Public", instance="hknog.net", job=" fmt.. p4", phase="rtt", region="Hong Kong"} 0.149458598
probe_icmp_duration_seconds{dst_type="Public", instance="hknog.net", job="host01.bom p4”, phase="rtt", region="Hong Kong"} 0.093932118
probe_icmp_duration_seconds{dst_type="Public", instance="hknog.net", job="host01.rtk.anuragbhatia.com-icmp4", phase="rtt", region="Hong Kong"} 0.261268292
probe_icmp_duration_seconds{dst_type="Public", instance="hknog.net", job="nj01.anuragbhatia.com-icmp4", phase="rtt", region="Hong Kong"} 0.192270036
probe_icmp_duration_seconds{dst_type="Public", instance="hknog.net", job="server02.bom.anuragbhatia.com-icmp4", phase="rtt", region="Hong Kong"} 0.091098018
probe_icmp_duration_seconds{dst_type="Public", instance="hknog.net", job="server7.anuragbhatia.com-icmp4", phase="rtt", region="Hong Kong"} 0.302185362

Remove Panel

Add Panel
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Prometheus query example
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Whatever can be queried, can be plotted...
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Grafana query

@ Last15minutes v @ Time series

Panel Title
450 ms
400 ms
e Legend
300 ms - - = *—— : -~ b

Graph styles

Standard options

Unit

seconds (s)

Min
02:58:00 59:00 03:00:00 03:01:00 3:( ) 03:03:00 03:04:00 03:05:00 03:06:00 03:07:00 03:08:00 03:09:00 03:11:00
== docker03.fmt.anuragbhatia cmp4 == hostOl.bom.anuragbhatia.com-icmp4 e= hostOlrtk.anuragbhatia.com-icmp4 == njOl.anuragbhatia.com pé 02.bom.anuragbhatia.com-icmp4 == anuragbhatia.com-icmp4

B Query

. Decimals
Data source Prometheus [ 4 | = Query inspector

A » ) © g i Display name
Kick start your query ([ ] Run queries

Metrics browse probe icmp duration seconds{region= Color scheme

~ Options Classic palette
Legend Min step Format Exemplars 5
No value
{job }} Time series @
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Grafana query

@ Last15Sminutes v & o = Time series

Panel Title

Al

- Panel options

Transparent background
L)

> Panel links

> Repeat options
Taoltip

Query inspector

Run guer

Range
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Whatever can be queried can be set to give
alerts...
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Alerts setup

o hknog.net'

if ICMP later 0 any destination in
icmp durt seconds{region="Hong Kong
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Alerts setup

1 alert for alertname=Alert if ICMP latency to goes above

120ms from Mumbai

View In Alertmanager

[1] Firing

Labels

alertname = Alert If ICMP latency to hknog.net goes above 120ms from Mumbal
dst_type = Public

instance = hknoeg.net

|ob = host01.bom.anuragbhatia.com-icmp4

monitor = abede-monitor

phase = it

reglon = Hong Kong

severity = Warning

Annotations

description = hknog.net shows high latency to hknag.net
title = High latency to hknog.net

Source
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Scaling up & ed =2 =0

Prometheus global Prometheus global

e Distribute monitoring endpoints
to various probes with logical
labels (country, region, type etc)

o B mgm

(&) &)

e  Multiple prometheus servers for
in hierarchical manner (support
for federatlon) Local Server Local Server Local Server Local Server

e Long term retention on S3 ® ® ® ®
en d po | n tS Targets Targets Targets Targets

e Single alert manager running in
HA to de-dupl'cate @ Egiad = Washington, DC Center @ Codfw = Dallas Center

Ulsfo = San Francisco Center L ] Esams = Amsterdam Center
e  Support via Thanos, Cortex,
Grafana mimir etc

Image source here
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https://logz.io/blog/prometheus-architecture-at-scale/

How this all fits in?
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9

= Home > Dashboards > Dev > A i+ Add v

Nuremberg Mumbai

e - . s sacacrnsy .
02/27 00:00 02/27 08:00 02/27 16:00 02/28 00:00
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What about from distributed?
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RIPE Atlas...
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RIPE Atlas Exporter demo

anurag@Anurags-MacBook-Pro ~ [SIGINT]> cu
ing_avg_latency Average latency
avg_la
_latency{as ,country_code ,dst_addr="144.
atlas_ping_avg_latency{asn
atlas_ping_avg.latency{asn="145 'y 5 ,dst_add
atlas_ping_avg_latency{asn=" y = ,dst_addr="144.

_latency{asr A 4
_latency{asn=" L,ast_ .91, _nas " ip_wv P 544 Y 52.8565655
_Llatency{asn="14523", "FR",dst_addr="14 % _nan 44.91 i % t="43. ,measurement="61354401" ,probe="62843 0.4949145
atlas_ping Latency{asn-" 0 'y "FR",dsL_addr 91, L-"44, C .449 em 1354401" ,prob: ]
atlas_ping_avg_latency{asn=" , COUr _code o ="144 > 5t_na 44.91,67 /ersio 5" ,measurement="613544@1" ,probe=
atlas_ping_avg_latency{asn="14 D Y _ad 44.91.67. st_t : C .48 measurement:
atlas_ping_avg_latency{asr 1 £
atlas_ping_avg_latency{a

.country_code="Rl
atlas_ping_avg_latency{asn="1 ycountry_code«"U
atlas_ping avg latency{asn="
atlas_ping_avg_latency{asn

atlas_ping_avg_latency{asr:

atlas_ping_avg_latency{asn ¢ C
atlas_ping_avg_latency{a: "14593", st_ 91, ! .5015" ,long
allas_ping_avg_latency{asn-" ode~" ¥ a - .91.67.7 -""14 1 4 /ersiot .5685", Long~"
atlas_ping_avg._latency 4 é

atlas_ping_avg_latency{asn

atlas_ping_avg_latency{asn="

# HELP ctlas_ping_dup Number of duplicate iarp repsponses

# TYPE atlas_ping_dup gaum

atlas_ping_dup{asn= ' country_code="AU" ,dst_addr="144 . dst_i 4.91.6 ip_vers "4",lat="-34,9315",

atlas ping dup{asn-"14593",country code-"AU",dsL addr- .67.7", 91, i rsion="4", lat-"-38. L&lS
atlas_ping_dup{asn="145 country_code="BE" ,dst_add: i S

be="1006382"} 0
,measurement. 10063887} 0
scountry_codes ydst_ L 3 ", ds 5 i S Y ' 0 ymeasurement:
atlas_ping_dup{asn="14593" N je="FR" A a 2 5 ) G 95" ,measurement.
_pm dupfn'n— 14593 cc A st_t 4 67,7 _n 21.67. i ) 8.6 ? G ,measurement:
. . i megsuremnent:

Anurag Bhatia - Hurricane Electric - Distributed latency monitoring - APRICOT 2024, Bangkok, Thailand



RIPE Atlas Exporter config sample...

- 61353502
- 61354232
- 61354401

relabel

s: [__address__]
(.%)(:80)?

21: _ param_measurement_id
: ${1}

[_ _param_measurement_id]

_label: instance
nt: ${1}
[]

: __address__
lo.server7.anuragbhatia.com: 9400
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Startlink -> My server in Nuremberg, Germany
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Summary
e Metrics world is becoming standard for tooling

e Systems like Prometheus scale well. While initial learning curve is more than
single integrated tools like Smokeping but these tools scale well

e There are many components which may or may not be used depending on
the need like federation, object storage offload etc.

e Labels play an important role for both graphing as well as alerting.
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